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1. Purpose

Multi-Factor Authentication will provide an additional layer of security to your login to applications
that are authenticated through the OKTA application.

Normally you use your email address and password to log into your account. Multi-factor
authentication (MFA) is an additional way of checking that it is really you when you log in to your
account.

In addition to your email address and password, you will need to set up a second form of
authentication, such as an authentication app on your mobile phone, or email. This second layer of
security is designed to prevent anyone but you from accessing your account, even if they know your
password.

MFA User Guide V2 3




.

Health and social care systems support

2. Installing the Google Authenticator on your phone

On your iPhone, launch the App Store

No SIM & 14:53 46% @

“ @00

FaceTime Calendar Photos Camera

= 9 L e

Mail Clock Maps Weather

Notes App Store Settings Safari

Search for Google Authenticator and download this to your phone. Click the Get button.

If you have previously downloaded the Authenticator app on a different device a cloud with a down

facing arrow will show. Click this to download on this device. CJ/}'

Google
Authenticator
Google LLC

GET i)

85K RATINGS AGE CHART
4.8 4+ No.6

% % % kK Years Old Utilities

010
GHD

C
Stronger security with Simple setup ug
Google Authenticator your camera

Gt verification codes for all your accounts using To setup your account, you'll §
2-Step Verification your 2-Step Verification settiny
third-party service
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On Android devices, launch the Google Play Store

@0

Samsung Microsoft Play Store
Apps

Pay W f C

Samsung  Galaxy Store  Facebook Phone
Pay

Search for Google Authenticator.

Click the install button.

' GooglePlay Q ®

Google
Authenticator
Google LLC
3.5% 100M+ B
488K reviews Downloads PEGI3 ©®

Install

« Share [}] Add to wishlist
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Once downloaded, click the Open button.

Stronger security with
Google Authenticator

Get verification codes for all your accounts using

No SIM & 15:19 40% @ )
< Search
Google
Authenticator
Google LLC
[ open ] m
85K RATINGS AGE CHART
4.8 4+ No.6
L. 8.8 .8 & ¢ Years Old Utilities

Simple setup u
your camera

To setup your account, you'll

2-Step Verification your 2-Step Verification settis

third-party service

You can now close the authenticator.
3. Set up Google Authenticator using a QR Code
On your phone, launch the Google Authenticator

No SIM =& 15:38 65% (4

- MON H
I 11 o
FaceTime  Calendar Photos

M2

Notes

App Store

Do

Settings

Files Authenticator
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Then click Get Started

No SIM & 15:50 86% 4

€x =5

Stronger security
with Google
Authenticator

Get verification codes for all your
accounts using 2-Step Verification

Get started

You will be asked to Sign in.

If you do not have a Google account, click the ‘Use Authentication without an account’ link.

< App Store & 16:04 93% 43

Welcome to
Google
Authenticator

Sign in to back up your codes to your
Google Account

Google

| Use Authenticator without an account |
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To set-up the MFA, select the Plus sign in the bottom right corner.

= Google Authenticator & ®

Search...

Looks like there aren't any Google
Authenticator codes here yet.

Add a code

Signin

You will be presented with 2 options,
‘Scan a QR Code’,
‘Enter a setup key’,

Select Scan a QR code.

w02 WiFiCall & 09:00 @ 92% wm)

<

E

Set up your first account

Use the QR code or setup key in your 2FA
settings (by Google or third-party service). If
you're having trouble, go to g.co/2sv

E] Scan a QR code

Enter a setup key

Import existing accounts?
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At this point, the rear camera on the phone will open. You may be prompted to give the
Authenticator permission to use the camera at this point. Click OK.

< App Store & 16:05 93% @2

<

“Authenticator” Would Like to
Access the Camera

Authenticator uses your camera to
scan barcodes.

When you scan the QR code 6 Digits will show in the Authenticator app. These will change every 30
seconds.

4. Set-Up Google Authenticator in an App

Logon to the required App in the web browser.
You will be prompted by a screen prompting you to install the Google Authenticator.

NHS

Set up muitifactor authentication

* Google Authenticator

==

SMS Authentication
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Below the Google Authenticator option, click the - button. Do not select SMS
Authentication.

You should see a new page with the below in the centre.
Select your phone type.

/ / )
*)

Setup Google Authenticator

Select your device type

Q iPhone

) Android

Back to factor list

You will be presented with a new option.

Setup Google Authenticator
Select your device type
(® iPhone

O Android

( Download Google Authenticator from the
App Store onto your mobile device

Back to factor list
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Click Next. You will be presented with a screen and a QR code to scan.

On your phone, launch the Google Authenticator and select the pus sign in the bottom right

F
corner.

Select Scan a QR code from the next screen.

Scan a QR code (O]

Enter a setup key

. X

This will open the phone camera. Point the camera at the QR code onscreen.

Setup Google Authenticator

Launch Google

Back 1o factor list

Once the QR code has been captured, you will see an image like the below. This will present
automatically. The 6 digits refresh every 30 seconds.

w02 WiFiCall & 09:39 @ 92v. .

= Search for accounts

nhsi-sandbox.oktapreview.com (john.moo...

020 456 (1
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You will be asked to enter the series of 6 numbers in to the “Enter code” field. Then click verify.

You will see a small icon on the left of the screen —this is a timer of 30 seconds. You have 30 seconds
to enter the code before these change to a new number (note that the number will change to red in
the last 5 seconds.) It is OK to allow the numbers to change before you enter them if they are
showing as RED when they appear on your screen.

This will effectively pair the Authenticator installed on your phone to your AGEM Apps / OKTA
account.

NHS|
*

Setup Google Authenticator

ayed from the catic

Enter Code

You will then see this screen. Click ‘Finish’ to complete the set up.

NHS|

Set up multifactor authentication

Set up is now complete.
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Each time you log in from now on, you will be asked to add the numbers displayed in the App, onto
the app log-in screen.

w02 WifiCall & 09:39 @ 92y m.
= Search for accounts
nhsi-sandbox.oktapreview.com (john.moo...
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1. Installing Microsoft Authenticator on your phone

On your iPhone, launch the App Store
46% @

No SIM = 14:53
Camera

FaceTime Calendar Photos

Search for Microsoft Authenticator and download this to your phone
Click the download button 5@ or ‘GET'.
14:00 95% (@)

No SIM =

© Cancel

Q. microsoft authentic

a

Microsoft Authentica...
P

Protects your online identity

%k Kk

Mcrowoh.

560659 ¢

On your Android, launch the Google Play Store

Play Store

Microsoft
Apps

Pay ‘ f c

Samsung Google

Samsung  Galaxy Store  Facebook Phone

Pa
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Search for ‘Microsoft Authenticator’
Select ‘Install’.

<

Q
Microsoft Authenticator

Microsoft Corporation

4.7 % 10M+
444K rev

Once downloaded, click the Open button.

e

Microsoft Auth...

Protects your online...
%k Kk

OPEN

560659 (

You can now close the authenticator.
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2. Set up Microsoft Authenticator using a QR Code

On your phone, launch the Microsoft Authenticator

FaceTime Calendar Photos Camera

= % L e

Clock Maps Weather

Beo

Notes App Store  Settings Safari

00

Files Authenticator

If you are asked, agree to the Terms.

Select the Scan a QR Code option.
No SIM = 14:03 94%, (@)

Secure Your Digital Life

m Sign in with Microsoft

When you are signed in with Microsoft, all
stored passwords, addresses, and other
autofill info will be available on this device.

EI Add work or
school account

EE Scan a QR code

Restore from backup

MFA User Guide V2

16




T4
w’ Arden&GEM

Health and social care systems support

Select Scan a QR code. At this point, the rear camera on the phone will open. You may be prompted
to give the Authenticator permission to use the camera at this point. Click OK.

No SIM = 14:04 94% wm

= Authenticator +

V=

“Authenticator” Would Like to
Access the Camera

May be needed to scan QR code to
add a new account

Don't Allow OK

Ready to add your
first account?

Any Microsoft account or other
type of account you add will
appear here.

() & © G

Authenticator Passwords Addresses Verified IDs

This will open the phone camera.

No SIM & 14:05 © 94% @)

4 Scan QR code

Your account provider will display a
QR code

Or enter code manually
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Point the camera at the QR code onscreen.

Setup Google Authenticator

Launch Google
Authenticator, tap the "+"
icon, then select "Scan
barcode”

Can't scan?

Back to factor list

3. Setting up MFA in an app.

Logon to the required App in the web browser.
You will be prompted by a screen prompting you to install the Google Authenticator.

NHS

Set up multifactor authentication

Your company requires multifactor authentication to
add an additional layer of security when signing in
to your Okta account

E Google Authenticator
Enter single-use code from the mobile
app.

)

S1p

|

@ SMS Authentication
Enter a single-use code sent to your

mobile phone.

7

etup

Email Authentication
Enter a verification code sent to your
email

[

slup

Below the Google Authenticator option, click the - button.

Please note the Google Authenticator option can also be used for Microsoft Authenticator set up, as an
alternative to Google.
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You should see a new page with the below in the centre.
Select your phone type.

2T N
(3¢ )
|
\ )
\__/
Setup Google Authenticator

Select your device type

QO iPhone

7 Android

Back to factor list

You will be presented with a new option. Select Next.

NHS!

FT N
( )
\ /

N -/
Setup Google Authenticator
Select your device type

(® iPhone

(O Android

E Download Google Authenticator from the
App Store onto your mobile device.

Next

Back to factor list
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You will be presented with a screen and a QR code to scan.

On your phone, launch the Microsoft Authenticator. Select Scan a QR code.

No SIM & 14:03 94Y% (@)

A B

Secure Your Digital Life

m Sign in with Microsoft

When you are signed in with Microsoft, all
stored passwords, addresses, and other
autofill info will be available on this device.

Izl Add work or
school account

‘ Eg Scan a QR code ]

Restore from backup

This will open the phone camera. Point the camera at the QR code onscreen.

Setup Google Authenticator

MFA User Guide V2
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Once the QR code has been captured, you will see an image like the below. This will present
automatically.

w02 Wificall & 09:39 ® 92, .

= Search for accounts

nhsi-sandbox.oktapreview.com (john.moo...

020 456 ¢

You will be asked to enter the series of 6 numbers in to the “Enter code” field. Then click verify.

You will see a small circular icon on the left of the numbers — this is a timer of 30 seconds. You have
30 seconds to enter the code before these change to a new number. It is OK to allow the numbers to
change before you enter them, if they are about to change.

This will effectively pair the Authenticator installed on your phone to your AGEM Apps / OKTA
account.

okta

Setup Google Authenticator

r code displayed from the application

Enter Code

You will be asked to perform this step one more time to complete the set up. Enter the new set of
numbers and you will be sent to the required AGEM App login screen.
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You will then be asked to Finish.

NHS|

Set up multifactor authentication

Enrolled factors

A Google Authenticator ]
Additional :[37,:1_:“.., factors

g SMS Authentication

Email Authentication

Setup

Set up is now complete.

Each time you log in from now on, you will be asked to add the numbers displayed in the App, onto
the app log-in screen.
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4. Email Set-Up for MFA in an App

Logon to the required App in the web browser.
You will be prompted by a screen prompting you to choose an option.

NHS

Set up muitifactor authentication

Your company requires multifactor authentication to
add an additional layer of secur

en signing in
to your Okta account

* Google Authenticator
Enter single-use code from the mobile

app.

Setup

@ SMS Authentication

Email Authentication

Enter a verification code sent to your
email

Setup

Below the Email Authentication option, click the - button.

You will see the below prompt.

Select the blue “Send me an email” button.

okta

/ .

Get a verification emall

@ @nhs.net

end a verincation email to r nhs.net by
Send ficati | to r***1@nhs.net by
clicking on "Send me an email’

Send me an email

Verify with something else

Backto signin
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An email will be sent to your mailbox, with an authentication code and a “Sign In” button. If the Sign
in button is selected a web page will open to the app you require access to. If the app is already
open the 6 digit number can be copied across to the app.

okta

Hi Rob.

You have requested an email
ck the bution bel

ink to sign in to Okta Administration. To finish
or enter the provided code. If you did not

signing in,

request this emdail, please contact an administrator at p.honess@nhs.net.

ode instead: 737200

Can't use the link ra

0

Copy the 6 Digits from the email to the screen below.

Select Verify once the code has been entered. You will then be logged into the app.

okta

Verify with your emall

® @nhs.net
Haven't received an email? Send again

We sent an email to r***1@nhs.net. Click the
verification link in your en

to continue or enter

the code below.

Enter Code

| 737200 ‘
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5. SMS Authentication Set-Up

For SMS Authentication when accessing an app, you will be presented with a choice of
Authentication methods.

Select ‘Setup’ beneath the SMS Authentication option.

NHS

Set up multifactor authentication

Your company requires multifactor tication to

add an additional layer of security when signing in

to your Okta account
( Google Authenticator
Enter single-use code from the mobile

app

Setup

@ SMS Authentication

Email Authentication
Enter a verification code sent to your
email

0

etup

You will be presented with the following box where you will need to select your country and add
your phone number.

Followed by the ‘Send code’ button.

NHS
e

Recelve & code via SMS to authenticate

Phone numbes
FTEmer o e o

-
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First change the country from the drop-down menu.

NHS
o

Recelve a code via SMS to authenticate

United States

Y

P

Stat

When the correct country has been selected the country code will show in the ‘Phone Number’
section.

Enter your mobile number here and select ‘Send code’.

NHS
o

Recelve a code via SMS to authenticate

Phone number

Do -
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A text message will be sent to you with a code on.

Add the code from the text message to the box and select ‘Verify’.

NHS!
o

Recelve a code via SMS to authenticate
United Kingdo

Phone number

Enter Code

You will then be asked to ‘Finish’ setup.

Click the ‘Finish’ button.

NHS

Set up multifactor authentication
yny addition
Enrolled factors

€  SMS Authentication Q

Additional optional factors

Google Authenticato

*

Email Authentication
=

Ente erificatio e sent 10 you

Setup
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From this point onward when you log into an OKTA authenticated app you will be able to request a
code be sent to your phone.

Upon receipt of the code select ‘Verify’ in order log in.

NHS
e

SMS Authentication

44 XXX XX

Enter Code
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