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Purpose

This document provides the Business Continuity and Disaster Recovery (BCDR) process detail and
information essential for users who are external to Arden & GEM.

Objective

To provide assurance to external users that the Arden & GEM BCDR covers the minimum
requirements to restore an operational NIVS infrastructure and service in 4 hours and to
demonstrate a long-term solution in the event of a disaster to effectively re-establish critical
business operations within the shortest possible period of time with minimal loss of data.

To provide a shareable copy of the BCDR which contains the requirements and instructions external
users will be provided with in the event of incidents and catastrophic failure.

Scope

Demonstrates the high-level incident responses and incident ratings Arden & GEM CSU use to
manage business continuity and disaster recovery, alongside out of hours processes and escalations.

Process for incident notification

Service Desk Operational Opening times:

The NIVS service operates a manned service desk:

Monday to Friday: 8:00am to 6:00pm
Saturday & Sunday: 8:00am to 4:00pm

Incidents observed during these hours should be notified immediately to the NIVS service desk by
email or phone call:

Telephone: 0121 611 0187
Email: nivs@england.nhs.uk
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Out of Hours Service:

The Arden & GEM ICT Service Desk operates a 24-hour service, 365 days a year. Priority 1 incidents,
where NIVS platform is unavailable or down, witnessed outside of the NIVS Service Desk operating
hours should be reported to:

Telephone: 0300123 1020

Incidents are triaged to the relevant senior managers following set, internal processes. This includes

escalation paths and contacts.

The NIVS Covid service model which forms part of the Service Design Package can be seen below:

Trust Staff
Service Desks
Other Users
(internal & external)

2 NIVS Service Desk

AGEM CSU ICT
Service Desk
(Incidents — Out of
Hours)

Internal
escalations
processes
instigated

Assurance Team

NIVS Service Model

NIVS Business
Support

Trustmarque

NIVS IT
Operational Tech
QOps

NIVS Service Management Wrap I
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Incident and Escalation Process

The incident escalation process can be found below. Each priority level invokes a higher level of
senior management involvement to ensure resolutions can be expeditated and any blockers
resolved rapidly. Key individuals will be notified of escalations related to the NIVS live service
following agreement that the BCDR plan needs to be initiated as described in the AGEM BCDR

Internal Process NIVS v.2.0

Business Intelligence Incident Process

Service
Lead/sRO
Infiormed

Imcident
Priority Rating

Incident

System/Service Down P2

DECISION POINT Y¥/M — Evoke Bl Business
Continuity Plan

IMMEDIATE RESPOMSE - Key supplers B
service/system leads to be informed wia caLL

SAME DAY RESPOMSE - Key supphers B serace/system
leads informed via call or support service/email

MEASURED RESPOMSE - key supphers B
service/system leads to be informed within 24

2448 HOUR RESPOMSE - key suppliers B
service/system leads to be informed via email

48/60 HOUR RESPOMSE - key supphers £
service/system leads to be informed via email

Business Impact
‘ Moderate

P2

System/Service Affected [ixE]
User Down/Affected

P3

Page | 5



INHS

L]

° Arden and
Arden&GEM Greater East Midlands

Health and social care systems support Commissioning Support Unit

Testing Requirements
The following requirement have been agreed for the NIVS BCDR Test:

¢ Baseline Functional Test
o A complete functional test of the environment prior to any other activities to show
that the environment is functional
e Application Resilience
o To be proven by moving App Service to another pre-existing App Service Plan.
o Application functional test to be completed to prove functionality is maintained
o Data Recovery
o Database restored using Azure SQL Managed Instance Point-in-Time Backup &
Restore service
o Database functional test to be completed to prove functionality is maintained
e Event Monitoring and Alerting
o To be proven by using of event monitoring tools “that testing events were captured
and alerted to NIVS Support Teams and 3™ Party Cloud Service Provider’s Service
Support Team
e Service Restoration
o To be proven by restoration of App Service to original App Service Plan.
o Application functional test to be completed to prove functionality is maintained
¢ Evidence Gathering
o During each stage of testing, the NIVS Infrastructure and Testing team will gather
evidence of the test results.
o The test evidence results will be collated after the test and made available to key
stakeholders

Catastrophic Failure of NIVS

In the unlikely event that the NIVS service cannot be restored whilst on-site vaccinations are being
undertaken the attachments located on the Arden and GEM website can be used for the manual
capture of data until the service is restored and can be updated with vaccination data.

COVID-19 National immunisation and vaccination programme - NHS Arden & GEM CSU
(ardengemcsu.nhs.uk)

Users can locate the relevant form from the Disaster recovery and business continuity section of the
website (link above).
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